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1.  Introduction to CETA
CETA is a suite of diagnostic applications designed specifically to evaluate network realities regarding collaboration products.
Successful IP Collaboration depends upon 3 fundamental factors:

 

1) Are the appropriate firewall ports open from one end to the other?

2) Is there sufficient bandwidth from end to end?

3) Is the network link stable, or is it "blinking" on and off?


You simply must know the answers to all three questions before you can predict whether communication will be successful.  

 

Therefore, CETA was designed to answer all three.  CETA consists of the following modules:

       Firewall Analyzer 
       The CETA Firewall Analyzer is capable of conducting an end-to-end bi-directional firewall test     

       between any two computers. 

       Bandwidth Tester 
       The CETA Bandwidth Tester provides customers a method of determining the actual bandwidth 
       available on any given WAN connection. 

       Stability Monitor 
       The CETA Stability Monitor takes a long-term look at network link stability.
After each test, CETA generates a report that can be forwarded up the chain to appropriate personnel to resolve the problem.
2.  Installation

CETA can be easily installed onto your computer or server by executing CETA.msi (or CETADemo.msi) which can be downloaded from www.TrilogySolutions.com.  
Once you have launched the installer you will be presented with the following screens.

At the Welcome screen, click Next.
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Figure 2.1 – Installation Welcome Screen 

At the Ready to Install screen, click Next.
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Figure 2.2 – Ready to Install Screen 

At the Completing Setup screen, click Finish.
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Figure 2.3 – Completing Setup Screen 

CETA is now installed.  You will now find CETA listed in your program file menu.  From the program file menu you may launch CETA, access help information, view your CETA report archive or uninstall the application.
3.  Main Screen

The main screen of CETA (shown in figure 3.1) acts as the top level menu for each of the application’s three components.    

Simply click which ever component that you wish to access.
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Figure 3.1 – CETA Main Screen 

4.  Firewall Analyzer

The purpose of the Firewall Analyzer is to provide users the ability to determine if the firewall ports required for various Net-Centric application servers and clients.  In the event that required ports are closed, CETA provides concerned parties with a printable report that can be delivered to the appropriate personnel in order to have the firewall configuration changed.   This type of report is also quite useful in providing important, factual information to server administrators & other communication / collaboration personnel.
Once you have selected the Firewall Analyzer button on the main CETA screen you will be presented with the Firewall Analyzer module.
The following diagram identifies the various features and data presented by the Firewall Analyzer (figure 4.1).
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Figure 4.1 – Firewall Analyzer Diagram 

To conduct a firewall test, complete the following steps.
Step 1.  

Enter the IP address that you wish to conduct a test with in the "Remote IP address" entry box. You must ensure that the remote computer that you wish to test with has CETA currently running.

Step 2.

Select the test that you wish to conduct from the "Select Test" drop down menu.  
           *Please refer to Appendix A for a description of each of the available tests. 
Step 3.

Click the "Test" button to initiate the chosen test.  Once this button is pressed, you should see the "In Use" activity indicator light blink until the test is complete.

Step 4.

Observe the test results as they are presented in the "Connection Activity" window.  Upon completion of the test, a report will be generated and presented to the screen.  You may print this report or simply close it.  

All reports will be saved in your report archive that can be accessed by clicking the Archive link found in the upper left corner of the Firewall Analyzer window or by selecting the Reports Archive item from the CETA program file menu.

5.  Bandwidth Tester
The purpose of this module is to provide users the ability to determine if the necessary bandwidth is available between various Net-Centric application clients and servers.  The data generated by this tool helps server administrators determine the exact points on a network that are best suited for such communication, thus positively contributing to the decision making process.

Once you have selected the Bandwidth Tester button on the main CETA screen you will be presented with the Bandwidth Analyzer module.
The following diagram identifies the various features and data presented by the Bandwidth Tester (figure 5.1).
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Figure 5.1 – Bandwidth Tester Diagram 

To conduct a bandwidth test, complete the following steps.

Step 1.  

Enter the IP address that you wish to conduct a test with in the "Remote IP address" entry box. You must ensure that the remote computer that you wish to test with has CETA currently running.

Step 2.

Click the "Test" button to initiate the bandwidth test.  Once this button is pressed, you should see the progress meter fill up as the test file is transferred.  The "In Use" activity indicator light blink until the test is complete.

Step 3.

Observe the test progress and results as they are presented in the "Connection Activity" window.

Upon completion of the test, a report will be generated and presented to the screen.  You may print this report or simply close it.  

All reports will be saved in your report archive that can be accessed by clicking the Archive link found in the upper left corner of the Bandwidth Tester window or by selecting the Reports Archive item from the CETA program file menu.

6.  Stability Monitor

The purpose of this module is to provide users the ability to determine how stable and reliable a particular link between two identified computers truly is.  In the event that a link is unstable, CETA provides concerned parties with a printable report that can be delivered to the appropriate personnel in order to have the physical network links examined and or adjusted.   This type of report is also quite useful in providing important, factual information to server administrators & other communication / collaboration personnel.

Once you have selected the Stability Monitor button on the main CETA screen you will be presented with the Bandwidth Analyzer module.

The following diagram identifies the various features and data presented by the Stability Monitor (figure 6.1).
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Figure 6.1 – Stability Monitor Diagram 

To conduct a stability test, complete the following steps.

Step 1.  

Enter the IP address that you wish to conduct a test with in the "Remote IP address" entry box. You must ensure that the remote computer that you wish to test with has CETA currently running.

Step 2.  

Select the test that you wish to conduct from the "Test Duration" radio button menu.

The tests are:

1 Hour Test
CETA will measure the stability between the two points for 1 Hour.
6 Hour Test
CETA will measure the stability between the two points for 6 Hours.
12 Hour Test
CETA will measure the stability between the two points for 12 Hours.

24 Hour Test
CETA will measure the stability between the two points for 24 Hours.
Step 3.

Click the "Test" button to initiate the chosen test.  Once this button is pressed, you should see the "In Use" activity indicator light blink until the test is complete.

Step 4.

Observe the test results as they are presented in the "Connection Activity" window.  

Upon completion of the test, a report will be generated and presented to the screen.  You may print this report or simply close it.  

All reports will be saved in your report archive that can be accessed by clicking the Archive link found in the upper left corner of the Stability Monitor window or by selecting the Reports Archive item from the CETA program file menu.

6.  CETA Reports

CETA reports are generated upon the conclusion of each test that is run.   These reports can be immediately printed or emailed to a colleague.  CETA reports are also automatically archived for future review.  This archive can be accessed from the CETA program file menu or by the “Archive” links found in the upper right corner of each testing module.

The following page contains an example of a CETA report. 
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Appendix A – Descriptions of Firewall Tests

The following tests are available within the CETA Firewall Analyzer:
	1. Click to Meet Server to Click to Meet Server
This test helps to determine if the required firewall ports are open for proper communication between FVC Conference Servers.
  
  TCP 1720     -  H.323 call signaling
  TCP 1503     -  T.120 client connections to FVC Conference Server
  TCP 7640     -  Sending & receiving configuration commands via TELNET
  TCP 7648     -  Client connections to FVC Conference Server
  TCP 7650     -  Web Touring
  UDP 7648    -  Sending & receiving FVC Conference Server videoconferencing streams
  UDP 24032  -  Sending & receiving RTP audio/video streams for H.323 & FVC clients
  UDP 56800  -  Sending & receiving RTP audio/video streams for clients that support RTP on separate ports
 
If this test is successful, it can be expected that successful FVC Conference Server to FVC Conference Server communication will occur.
 

 

	2. Click to Meet Server to Click to Meet Client
This test helps to determine if the required firewall ports are open for proper communication between FVC Conference Servers and FVC Click To Meet Client.
 

  TCP 443       -  Secure HTTP (HTTPS) communication
  TCP 7640     -  Sending & receiving configuration commands via TELNET
  TCP 7648     -  Client connections to FVC Conference Server
  TCP 7650     -  Web Touring
  TCP 7651     -  
  TCP 8080     -  FVC Conference Server Client & Administration web pages
  TCP 8088     -  FVC Conference Server Client & Administration web pages
  UDP 7648    -  Sending & receiving FVC Conference Server videoconferencing streams
  UDP 24032  -  Sending & receiving RTP audio/video streams for H.323 & FVC clients
  UDP 56800  -  Sending & receiving RTP audio/video streams for clients that support RTP on separate ports
 
If this test is successful, it can be expected that successful FVC Conference Server to FVC Click to Meet Client communication will occur.
 

	3. Click to Meet Server to Click to NetMeeting Client
This test helps to determine if the required firewall ports are open for proper communication between FVC Conference Servers and the NetMeeting Client.
 

  TCP 1503     -  T.120 client connections to FVC Conference Server
  TCP 1720     -  H.323 call signaling
  
If this test is successful, it can be expected that successful FVC Conference Server to NetMeeting Client communication will occur.
 

	4. Click to Meet Server to DCTS Digital Dashboard
This test helps to determine if the required firewall ports are open for proper communication between FVC Conference Servers and DCTS Digital Dashboard Servers.
 

  TCP 7640     -  Used by the Digital Dashboard Server to issue required TELNET commands to the FVC 
                        Conference Server
  
If this test is successful, it can be expected that successful DCTS Digital Dashboard Server to FVC Conference Server communication will occur.

5. Ezenia IWS Server 2.1 to IWS Client 
This test helps to determine if the required firewall ports are open for proper communication between Ezenia InformationWorkSpace (IWS) servers version 2.1 and its clients.
   TCP 80
   TCP 8087

   TCP 1099

   TCP 1521

   UDP 8084
If this test is successful, it can be expected that successful IWS to Client communication will occur.

6. Ezenia IWS Server 2.5 to IWS Client
This test helps to determine if the required firewall ports are open for proper communication between Ezenia InformationWorkSpace (IWS) servers version 2.5 and its clients.
   TCP 80

   UDP 8084
  
If this test is successful, it can be expected that successful IWS to Client communication will occur.

7. Microsoft Live Communications Server (LCS)2005 to LCS 2005 
This test helps to determine if the required firewall ports are open for proper communication between Microsoft Live Communications Servers.
   TCP 5061

If this test is successful, it can be expected that successful Live Communications Server to Live Communications Server communication will occur.

8. Microsoft Live Communications Server (LCS)2005 to LCS Client 
This test helps to determine if the required firewall ports are open for proper communication between Microsoft Live Communications Servers and Live Communication Server clients.
   TCP 5060
   TCP 5061

   TCP 80

   TCP 443

   TCP 53   

   TCP 389

   UDP 389
   UDP 88

  
If this test is successful, it can be expected that successful LCS to LCS Client communication will occur.

9. IBM Lotus Notes Server to IBM Lotus Notes Server
This test helps to determine if the required firewall ports are open for proper communication between IBM Lotus Notes servers.
   TCP 80

   UDP 443

   TCP 1352

  
If this test is successful, it can be expected that successful Lotus Notes Server to server communication will occur.

10. IBM Lotus Notes Server to IBM Lotus Notes Client
This test helps to determine if the required firewall ports are open for proper communication between IBM Lotus Notes servers and Notes Clients.
   TCP 80

   UDP 443

   TCP 1352

   TCP 1024+  (ports will be sampled)
If this test is successful, it can be expected that successful Lotus Notes Server to client communication will occur.

11. Groove Client to Groove Server 

This test helps to determine if the required firewall ports are open for proper communication between Groove Networks servers and clients.
   TCP 80
   TCP 443
   TCP 2492
  
If this test is successful, it can be expected that successful Groove client to server communication will occur.

12. WebEx Meeting Center 6.0 to WebEx Client 

This test helps to determine if the required firewall ports are open for proper communication between WebEx clients and WebEx Meeting Center 6.0 servers.
   TCP 80

   TCP 443

   TCP 1270

  
If this test is successful, it can be expected that successful WebEx client to server communication will occur.




Appendix B – Contacting CETA Support

For CETA support, please contact Trilogy Solutions, Inc at any of the following:

EMAIL

CETA@TrilogySolutions.com
PHONE

202-368-1374

240-498-7921

SUPPORT FORUM

www.TrilogySolutions.com/CETASupport
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